Abstract. The People's Republic of China (PRC) has a long tradition on military strategy. In the end of the 20 th century this was one of the first nations to prepare itself for the new emerging concept of war that includes the combat in cyberspace, both with the intention to obtain privileged information (espionage), to reduce the enemy attack and/or military capability or even to create casualties. This paper presents an overview on the known facts on this issue, concluding on an urgent need to improve the security technologies and policies of the digital systems used by the governments, namely in what concerns to authentication processes and the need for occidental countries to prepare personnel with knowledge on the culture, on the language and on the thought of the PRC, so that they can be ready for the next steps of this (re)emerging nation.
Introduction
Mainland China played for many centuries a regional leading role, being one of the most scientifically developed countries until the 18 th century. The cultural and political options had economic consequences that stopped the now denominated People Republic of China (PRC) to assume a leading position in the end of the 20 th century. But the first years of the 21 st century have been a period of reorganization for this nation and it's structures hare recovering the greatness of other times, namely in military, a consequence of the growing investment in defence. As a matter of fact, the United States of America Department of Defence estimates that the PRC's expenses with military equipment are far greater than does publicly announced [1] . With an estimated population of 1300 millions of habitants (with a mandatory 24 months military service) and a Gross National Product that besides being of a considerable amount has, in the past few years an average annual growth above 10% [2] , PRC is in conditions to create an army that will have an operational capability that will interfere in the international balance. Furthermore, China has a millenary tradition in the fields of military strategy and the experience in modern espionage and counter-espionage developed in the cold war period. Therefore, it is with no surprise that the world starts to realize that the PRC has been actively preparing for an eventual cyberconflict and is being pointed out as responsible for several military and economical espionage actions in the cyberspace. This paper presents an overview of the known data on the PRC's strategy for the use of the cyberspace as a tactical space.
Cyberspace and Strategy
China has some of the first serious documents concerning the importance of digital fighting and it was a pioneer in the subject. The first document produced by the Chinese army on information warfare was probably published in 1985 but it was with the Golf War, in 1991, that the attention of the military focused on the resources of the digital era.
In 1995 the Major General Wang Pufeng, from the Beijing Military Science Academy, published a document dedicated to the challenges of the Information Warfare [3] . In Pufeng's work the strategic importance of the control of the resources that lead to information is stated, requiring more formation and information era technology development. Major General Pufeng presents several ideas on the particularities of information warfare and concludes of the strategic need to prepare technically able personnel, developing technological studies both in military and regular schools.
In 1999, Colonel Qiao Liang and Colonel Wang Xiangsui, from the People's Liberation Army, published the book 超 限 战
(literally "war beyond limits"), translated and distributed in the West by the Central Intelligence Agency's Foreign Broadcast Information Service [4] . In this book, known in the West by its title in English "Unrestricted Warfare", the authors make considerations about unconventional ways of combat that could allow the PRC to overcome its military limitations in the end of the 20 th century, considering the prices of acquisition and/or development of military equipment like that available to an economic superpower like the United States of America. The main alternative ways of combat pointed out by Qiao Liang and Wang Xiangsui are:
• The commercial war: changing commercial laws and customs taxes, imposing commercial sanctions or restrictions to exporting critical technologies and favouring trading with some nations can have devastating effects on the enemy. The authors point out as an example the economic sanctions imposed to Iraq after "Desert Storm" operation [4] .
• The economical war: change of the market conditions in such a way that it will generate an economic crisis and, through that, subjugate the enemy. The authors point out as an example, the use of the Deutsche Mark to force the downfall of the Berlin Wall and the situation of Albania [4] .
• The ecological war: changing de natural estate of rivers, oceans and other nature elements in such a way that natural calamities are deliberately created by Man. The authors discuss the possibility of creating, some time soon, with war objectives a el-Niño, for instance, and mention one example of this type of war: the use in the Vietnam war of silver iodide to create torrential rains and chemicals to destroy the subtropical forest. It seems more likely that an ecological war might be started by a terrorist organization, once some of them don't feel that they have responsibilities towards people or the society and once their activity is to create terror without rules [4] .
Liang and Xiangsui have stated that "the advent of bin Ladin-style terrorism has deepened the impression that a national force, no matter how powerful, will find it difficult to gain the upper hand in a game that has no rules" and also that there would be an incapability of the American army to deal with events like an informatics' intrusion, a big explosion in the World Trade Center or a bomb attack by Bin Laden [4] . These thoughts would be confirmed two years later with Al-Qaeda's attacks to the World Trade Center and an antiterrorist war that after eight years has failed to produce the desired effects.
The work of Liang and Xiangsui demonstrates that already in 1999 there were senior officers in the People Liberations Army that understood that the dissemination of personal computers and the creation of the Internet resulted in the possibility of malicious acts, conducted by hackers, changing the existing social order and, on the other hand, the concept of war has changed and is no longer an exclusive of military personnel aiming to destroy the enemy, to be a set of actions that are not traditionally seen as war, once they are not military.
With the dissemination of computers, the growth of the Internet, the economical development of the PRC and its growing influence in the world, increases the importance of unconventional war and the competitive advantage created by the leadership in the cybernetic espionage chessboard. As a result of the conscience of this fact and of the implementation of concrete strategies aiming taking advantage of it, a growing number of nations are complaining of cybernetic attacks traced to RPC, what is more relevant once this nation created the concept of "People's War" and there are military documents on the fact that this concept is extremely adequate to cybernetic concept [3] [5] in a country with several millions of Internet users. To this fact one must add the Chinese community abroad and that, in a cyberconflict scenario, could attack countries from their own territory, using Internet providers and bandwidth from the attacked country, making impossible the use of international traffic filters as a way to restore in internal capability of the affected services. According to the available data, in the beginning of the 1990's there were 37 million Chinese in 136 countries, and estimates point to 96 million in 2016 [6] . Official data indicate that there were 1.6 million people born in China and living in the United States of America (more than 1 million adults) [7] and in 2003 there were more than 150000 immigrants in the European Union born in the PRC [8] . These numbers are themselves one of the powers of the PRC.
Spying in Cyberspace
The espionage activities in the Internet, although denied by Beijing's government, are considered by western governments as a fact. Many newspapers have reported situations where chinese activities were detected, but in June 2008, Congressman Frank Wolf, in his speech to congress [9] , related that a classified 2007's report on the estate of the economic and security relations between the United States of America (USA) and the Public Republic of China (PRC) presents alarming conclusions to what concerns the chinese activities in espionage, in cyberwar and in weapons proliferation. In the speech, Congressman Wolf declared that the Congressional Research Service believes that 2004's attack, named Titan Rain, that allowed access to sensitive information stored in the computers of Lockheed Martin, Sandia National Labs and NASA (National Aeronautics and Space Administration) come from the PRC [9] . Lockheed Martin produces aerospace material and Sandia National Labs is a research and development centre operated by a Lockheed Martin subsidiary for the National Nuclear Security Administration of the United States Department of Energy. But there are other official sources, presented later in this paper, that guarantee the existence of chinese illegal cybernetic activities. Time Magazine has detailed much of the information obtained on Titan Rain through an ex-agent involved in counter-espionage activities. It seems that this attacks started from around thirty machines located in the PRC's Guangdong province and, for several months, allowed copying information from several sources like those mentioned by Congressman Wolf but also like the Redstone Arsenal military base [10] .
The military capability of the PRC has been reported yearly by the Department of Defence, through the Pentagon, to Congress since 2002 and, since then, references to PRC's information warfare strategic vision and corresponding tactical implementation are constant. In 2002 and 2003 the reports mentioned the systematic evolution of the chinese C4I (Command, Control, Communications, Computers, and Intelligence) capability and the intention to continue that progress. These reports also mention the PRC's readiness for the development of asymmetric means, namely in information operations. Reports say that the PRC's armed forces have been recruiting specialists in information technologies to assure a real attack and defence capability and both reports guarantee that PRC has the capability to penetrate in USA's computer networks with weaker defences and use computer network attacks to aim both civilian and military infrastructures of the United States of America. Also the Chinese ongoing research has resulted in the increase of the knowledge on the behaviour and dissemination of computer virus, what creates a solid knowledge base not only to defend computer systems, but also to attack computer networks through the development of malicious software. These reports also mention the possibility of the growing nationalist Chinese spirit be used to apply the principles of the "people's war" to the cyberspace [11] [12] .
The 2004 and especially the 2005 Pentagon reports were specially focused on the PRC's capability/intention to attack Taiwan. Nevertheless, they made references to the changes in the chinese vision of the modern ways of combat, essentially resulting from Operation Iraqi Freedom analysis. According to these reports, the combined action of terrestrial and aerial forces changed the chinese vision of the importance of the air force on the subjugation of a country and, if there was already a concern with the evolution of the C4I equipment, in 2004 and 2005 there was an increase in the investment in C4ISR (Command, Control, Communications, Computers, Intelligence, Surveillance & Reconnaissance). The reports pointed out the PRC's governmental strategy to, through the regulation of the access to the chinese market, force the big international technological corporations to transfer technology, share know-how and open research and development centres in China [13] [14] . Despite this, the reports give few credit to the technological capability of China, stating that "(...) poor information technology management skills and a corporate culture that does not emphasize innovation are hindering development of advanced technology capabilities and programs" [13] .
The 2006 report dedicates some attention to the creation of reservist units dedicated to information warfare, as well as the constitution of informatics militias that could support, through cyberattacks, the chinese regular army actions in case of conflict. It is also pointed the regular presence of those military units and even of the militias in the military exercises, even in those that are focused on offensive tactics. But some declarations of chinese leaders on a possible change in the PRC's philosophy on the use of nuclear armament monopolized the Pentagon's attention and, therefore, the report is mainly dedicated to PRC's nuclear capability [15] .
The 2007 reports gives few attentions to the issues related to information warfare, although it mentions the reinforcement of the concepts related to a wither vision of the war activity [16] . But the 2008 report presents a section dedicated to the chinese cyberwar capability, indicating the PRC as the probable origin of several intrusions in the networks of the Department of Defence, of other governmental departments and agencies and corporations with military development contracts with the United States of America [17] . According to the Financial Times, one of those well succeeded attacks was able to force the Pentagon to shutdown part of the network for several weeks, while the attacks persisted [18] . Once the attacks persisted after the network disconnection, it is probable that this represents an evaluation of the situation that will allow the study on the actions in case of conflict. That could have also been the case of the 2003 blackout that left 20 million people without electric power for 24 hours and that, according to the National Journal Magazine, was also a consequence of hackers located in the PRC [19] .
The presented cases allow drawing some conclusions on the chinese capability and intentions to what concerns the use of cyberspace. But it is not only the American corporations and government that complain on the chinese action. According to the McAfee's 2007 Criminology Report, China is the main suspect of attacks perpetrated in 2007 against targets in India (National Informatics Center), in Germany (Chancellery), in New Zeeland and in Australia (unspecified governmental systems) [20] . The press, quoting official sources, also announced attacks coming from the PRC to French governmental systems [21] and to critical British corporative systems. According to the British government, the attacks have their origin in the chinese army and were drawn to overcome systems with the best information security practices [22] . Also Germany was probably attacked from the PRC but, thanks to a fast intervention that created the biggest digital defence operation ever seen in Germany, it managed to stop the transfer of 160GB of data stored in Chancellery and other three ministries computers (foreign affairs, economy and research), although there is no information on the amount of data that reached its destiny in Lanzhou (Gansu Province -North of the PRC), in Guangzhou (Guangdong Province -Southeast of the PRC) and in Beijing. This operation took place a few days before the visit of Chancellor Angela Merkel to Beijing [20] [23] . More recently, the Belgium Minister of Justice communicate to the press is belief that the PRC's government tried to penetrate in critical Belgium networks, probably searching for information related to the fact of the European Union and the North Atlantic Treaty Organizations being settled in Brussels and with the privileged relations of Belgium with some African country, a continent with a growing importance to the Middle Empire [24] .
The PRC denies any hacking activity. In fact, the Ministry of Information Industry accuses the United States of America and other "hostile powers" of exploring, aiming espionage activities, the vulnerabilities of the chinese systems, including those placed with that purpose by American technological corporations [25] .
Conclusions
The evolution of the strategy and capability of the People's Republic of China tends to place this country in a dominant world wide position, what is enough to represent a fundamental role in the evolution of the national defence strategies all around the world and justifying by it self the reinforcement of the security technologies and policies of the digital systems used by the governments, namely in what concerns to authentication processes, especially through the use of biometric technologies. The existence of a big community with origins in China, with cultural and emotional attachments to their ancestors' mother land but, simultaneously, having the trust of their country of birth, increases the need for the creation of processes that can stop the voluntary transmission of access credentials.
The presented fact also show that the occidental countries need to prepare personnel with knowledge on the culture, on the language and on the thought of the PRC, so that they can be ready for the next steps of this (re)emerging nation.
